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Nationally, there has been a spike in fraudulent unemployment insurance claims complaints
related to the ongoing COVID-19 pandemic involving the use of stolen personal information.

Many victims of identity theft related to unemployment insurance claims do not know they have
been targeted until they try to file a claim for unemployment insurance benefits, receive a
notification from the state unemployment insurance agency, receive an IRS Form 1099-G showing
the benefits collected from unemployment insurance, or get notified by their employer that a
claim has been filed while the victim is still employed.

Look out for the following suspicious activities:

= Receiving communications regarding unemployment insurance forms when you have not
applied for unemployment benefits

= Unauthorized transactions on your bank or credit card statements related to
unemployment benefits

= Any fees involved in filing or qualifying for unemployment insurance

= Unsolicited inquires related to unemployment benefits.

= Fictitious websites and social media pages mimicking those of government agencies

Tips on how to protect yourself:

= Be wary of telephone calls, text messages, letters, websites, or emails that require you to
provide your personal information or other sensitive information, especially birth dates and
Social Security numbers. Be cautious with attachments and embedded links within an
email, especially from an unknown email sender.

= Monitor your bank accounts regularly and request your credit report at least once a year to
look for any fraudulent activity. If you believe you are a victim, review your credit report
more frequently.

= Immediately report unauthorized transactions to your financial institution or credit card
provider.

If you believe you have been a victim of identity theft related to fraudulent unemployment
insurance claims, report the fraud to law enforcement, state unemployment insurance agencies,
the IRS, credit bureaus, and your employer's human resources department. These incidents
should be reported to the Internet Crime Complaint Center atic3.gov. For information on
recovering from identity theft, go to identitytheft.gov.

Source: https://www.fbi.gov/news/pressrel/press-releases/fbi-sees-spike-in-fraudulent-unemployment-insurance-claims-filed-
using-stolen-identities

REPORT SUSPICIOUS ACTIVITY TO THE POLICE

Emergency: 911 - Non-Emergency: 703-792-6500
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